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ABSTRACT
In this paper, we introduce the authorization issues for 

Web Services. We introduce the authorization service 

provided by Microsoft  .NET MyServices and then briefly 

describe our proposed modifications and extensions to the 

authorization service. We discuss the application of the 

extended authorization model to a healthcare system built 

using Web Services. We used the XML Access Control 

Language (XACL) to specify policies in XML and control 

access to the patient records stored in XML format. We 

then evaluated the suitability of XACL as an authorization 

policy language for Web Services. 
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1. INTRODUCTION
In this paper, we discuss the authorization issues for Web 

Services framework. There is not yet a specification or a 

standard for Web Services authorization. Currently, there 

are attempts by different research groups to define 

authorization architecture and policies for Web Services. 

Currently most applications, having gone through the 

authentication process, make authorization decisions using 

application specific access control functions in conjunction 

with local files, which are inflexible and inadequate. It is 

clear that there remains a significant amount of research 

work that needs to be done in the area of authorization for 

large scale Web Services. The authorization requirements 

in networked applications are much richer than 

authentication both in terms of the types of privileges 

required and the nature and degree of interactions between 

participating entities.  

2. AUTHORIZATION ISSUES FOR WEB    

     SERVICES 
In some sense, there are a lot of similarities in the design of 

authorization service and architecture between distributed 

applications and Web Services. Perhaps one aspect that 

makes it somewhat different is the need to take into 

account of multiple domains and jurisdictions in a 

federated structure as a default. Though this is true in the 

case of distributed systems as well, in the past the approach 

has been one of developing the service on a per domain 

basis and then extrapolating it to multiple domains. In 

designing a distributed authorization service for Web 

Services, there are some fundamental design issues that we 

need to address. First, we need to consider the types of 

authorization information to be used in the decision-

making. These range from static and generic information 

such as identities to specific information such as roles. 

Then we need to address the class of authorization policies 

that need to be supported in the Web Services architecture. 

Associated with the different types of information, there 

can be different places at which these need to be checked 

and by different authorities. This in turn will lead to what 

authorization information can be ‘pushed’ and what needs 

to be ‘pulled’ or a combination of both. Related to these is 

the replication strategy and who updates and manages what 

information and policies. Different design choices to these 

questions lead to different authorization architectures, 

which in turn need to be positioned within the Web 

Services architecture. A detailed discussion of these issues 

can be found in [1]. 

In this paper, we introduce the authorization service in 

.NET MyServices [2]. We then evaluate the authorization 

service and briefly describe our proposed modifications 

and extensions [3] to the service to support a range of 

commonly used access policies. We chose to evaluate this 

service, as this is one of the few generic authorization 

services implemented in the Web Services area. We have 

applied the extended authorization model to a practical 

healthcare system and have carried out an evaluation. The 

healthcare application is a web application based on the 

security requirements for a medical practice. We have used 

the security requirements developed for this application 

from [4]. The application is built using XACL [5] security 

policy language, XML Web Services using the .NET 

platform and JNBridgePro [6]. Finally we evaluate XACL 

for its suitability as an authorization policy language for 

Web Services. 

3. EXTENDED AUTHORIZATION  

     SERVICE 

3.1 Microsoft .NET MyServices 
Microsoft .NET MyServices [2] is the name for a set of 

XML message interfaces delivered as part of the Microsoft 

.NET platform initiative. It is a platform for building user-

centric Internet applications, where users can place their 

private, personal data. This digital storage box serves as the 
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single, central location where users can store, update, and 

control all of their personal data. .NET MyServices aims to 

provide a fine granularity of control to the user (owner of 

the data). The user may choose to share that information 

with friends, family, groups with which they have an 

association, and businesses. Additionally, users can sign up 

to receive alerts on a number of desktop and mobile 

devices. .NET MyServices is implemented as a set of XML 

Web Services. E.g. .NET Alerts, .NET Calendar.  

3.2 Original Authorization Service 
In the authorization service, no user’s data is shared unless 

the user explicitly wants it to be shared. The authorization 

service must be told, who to share information with, what 

to share and how to share that information. XML data 

structures such as RoleMap, Scope, RoleTemplate and 

RoleList are used by the authorization service for the 

policies to be written and evaluated. For further 

information about the authorization service refer to [7]. 

There are drawbacks in this authorization service. 

Commonly used authorization policies such as role 

hierarchy, dynamic separation of duty, Chinese wall policy, 

delegation and joint action based policies cannot be set 

using the authorization service. We proposed extensions to 

the authorization service in [3] to be able to set such 

policies. Those extensions are briefly discussed here. 

3.3 Proposed Extensions 
A key architectural aspect of any authorization service is its 

ability to support a range of access control policies. We 

have proposed authorization service extensions that can 

capture policy requirements such as identity based 

discretionary access control, role based access control, 

static and dynamic separation of duty, Chinese wall policy, 

delegation and joint and collaborative action based access 

control. These extensions are made possible be providing 

modifications and extensions to XML data structures’ 

schemas used in the authorization service. We also 

introduced a new data structure called providerRoleMap 

[3]. We evaluated and re-defined the authorization 

algorithms in [7] to take the proposed extensions into 

account. These new algorithms can also be found in [3].  

In the extended authorization service, role hierarchy 

policies modeling organizational structures can be 

specified. For e.g., a branch manager has the privileges of a 

teller and an accounts manager. Dynamic separation of 

duty policies such as a doctor can both write a report after a 

medical procedure and certify it but cannot write and 

certify the same report can be specified. Dynamic 

delegation or static delegation [3] polices can be specified.

Joint action based policies are used when trust in 

individuals needs to be dispersed. A patient is admitted to a 

hospital only if the patient and the doctor agree together. 

The doctor and the patient jointly own a patient’s record. 

Such policies can be specified with the extended 

authorization service. Chinese-wall policies can also be 

specified. More about them is discussed in the following 

sections. 

4. IMPLEMENTATION OF EXTENDED

     AUTHORIZATION SERVICE 

4.1 Healthcare Application 
The healthcare application was created as a .NET Web 

Application and uses ASP.NET Web Forms and C# 

classes. The application uses a total of 4 XML Web 

Services. The access control policies for the Web Services 

are written in XACL. XACL provides fine-grained 

provisional [5] access control to XML documents. The 

Web Services make use of the XACL processor as the 

Access Control Processor (ACP) to any request that comes 

in. All the Web Service requests that come in are sent to 

the XACL processor, which gives out a decision based on 

the request. The XACL processor generates a decision list 

with permit or deny permission to each element and 

attribute in the set of nodes passed in the request. 

EssentialDetailsWS, ClinicDetailsWS and 

HealthDetailsWS are three XML Web Services used to 

read, write, create or delete the essential, non-essential, 

clinic and health details of a patient in his/her record. The 

fourth Web Service E-ConsentWS is used to set the 

consent of the patient on his/her record. More about how e-

consent is set by the patient is described in section 4.3. 

The roles required for the Medical Practice are Patient, 

Receptionist, Pathology Collector, Nurse, Doctor, Doctor-

in-charge, and Practice Manager. We have implemented all 

the roles’ access control requirements as per the 

specification in [4]. We have also implemented role, 

session and user constraints. The XACL processor is 

implemented using Java. We decided to use .NET 

Remoting technology and JNBridgePro to make the 

authorization requests to XACL on the Java side from the 

.NET side and receive the decisions back. 

4.2 Examples of policies specified 
In this section, we will discuss a few example policies that 

we specified in our healthcare system. 

Role hierarchy policies - Receptionist Rose can create a 

patient's name in a blank medical record. Nurse Nancy can 

read a patient’s general information and has Receptionist 

privileges. Doctor Alice can read entire medical record. 

Doctor also has Nurse and Receptionist privileges. We 

have specified dynamic separation of duty policies. Policies 

such as doctors Doug and Lee can write a report after a 

medical procedure or certify it but not both. An example of 

delegation policy occurs when a doctor Alice delegates part 

of her privileges to her personal assistant Patricia. An 

example of a joint action policy in our system is as follows: 

A discharge medical report can only be certified by two 

doctors jointly, for instance, the duty doctor in the hospital 

and the patient’s surgeon. We also specify Chinese wall 
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policies in the application as described in XACL evaluation 

section below. 

Various constraints on subjects are specified such as 

mutual exclusion set on roles, cardinality constraints on 

roles and users. For example, the total number of users that 

are authorized as nurses can be limited to 5. Session and 

role constraints such as ‘A role or user can only activate 2 

sessions at any one time’ are specified.  

4.3 Database and Policies 
The patient records in the system are stored in an XML 

database. The security policies are associated with them as 

shown in Figure 1.  

Figure 1. Data and Policy View

Each patient has an ID and the name of the XML file is 

ID.xml. For example, if a patient’s id is 1234, his 

corresponding record is 1234.xml. The patient records 

consist of 4 main XML elements holding the patient’s 

essential details, non-essential details, clinic details and 

health details. 

The system also maintains a users.xml file that consists of 

each user’s user id and password along with the roles s/he 

is provisioned to and other role-session constraints details. 

The security administrator maintains this XML file. When 

a user logs in (using .NET forms authentication), s/he is 

provided the choice of choosing which roles s/he wants to 

activate in the current session.

The global security policy file gpolicy.xml contains the 

XACL access control policies applicable to all patient 

records (objects) and to all users (subjects) in the system. 

The global security attribute file gatt.xml contains the 

global attributes details required to enforce access control 

policies. For example, an access policy could state that a 

doctor can only access patient records from a location in 

Sydney. As this policy is generic, i.e., applies to all patient 

records, the attribute – location for a doctor is stored in this 

file when s/he is authenticated. 

The e-consent file pid-policy.xml is used to record the 

individual patient’s consent when s/he creates her record 

with the Medical Practice. When a receptionist creates the 

record for the first time, the patient consent is asked and 

recorded in this file. The consent given at the record 

creation time is not static and can be changed at any time 

by the patient. 

We allow for four types of e-consent:  

General consent - global policy applies to this patient’s 

record. General consent with specific denial  - global 

policy applies to this patient’s record except that the 

subject the patient denies access will not be given access. 

General denial – global policy does not apply here. Patient 

explicitly creates the policy for himself, which is stored in 

pid-policy.xml. General denial with specific consent – 

Specific consent can be given to subjects in either the 

global policy and/or the personal policy in pid-policy.xml.

The patient record security attribute file pid-att.xml stores

the security attributes relevant only to this patient’s record. 

For example, if a patient with patient ID ‘123’ wishes to 

limit the number of accesses to 5 times to a nurse, the 

current number of accesses by the nurse to his record 

should be stored in the ‘123-att.xml’ file. 

4.4 Evaluation of XACL 
As mentioned earlier, we used the XACL processor to 

demonstrate our extended authorization model. In our 

model, commercially used authorization policies such as 

conditional authorization, role-hierarchy, dynamic 

separation of duty, delegation, Chinese wall policy, joint 

action based policies and limited number of accesses policy 

can be specified. 

In XACL, the concept of provisional authorization [5] can 

be used to specify conditional access control policies, 

which we can specify in our model. Similarly role 

hierarchy policies can be written using XACL. 

To be able to specify dynamic separation of duty, 

delegation, Chinese wall policy, joint action based policies, 

and limited number of accesses policies, we extended the 

XACL processor by adding a few methods that 

implemented the ProvisionalActionInterface interface 

provided by the XACL API. Here we will discuss how we 

are able to specify Chinese wall policy [8]. 

4.4.1 Chinese Wall Policy 
In this policy, objects are grouped together into different 

conflict of interest sets. Let us assume every patient record 

belongs to a hospital and to only one department within the 

hospital. So the patients are grouped into 

Set A: Departments (Cancer research, Cardiology, 

Neurology) 

Set B: Hospitals (ABC Hospital, PQR Hospital, XYZ 

Hospital) 

The global policy may wish to implement Chinese wall 

policy on trainee doctors when they access the patient 

records. The trainee doctors may be allowed to do research 

by accessing patient records from only one department in 

set A and from only one hospital in set B. According to the 

Chinese wall Policy, a trainee doctor (Tom) can access any 
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of the documents from set A and set B. Once Tom accesses 

a document from category say Cardiology from set A, he is 

not allowed to access any other category from that set. 

Similarly if Tom accesses a record from ABC Hospital, he 

is not allowed to access patient records from any other 

hospital from Set B. 

Figure 2. Global attribute and XACL policy files 

In Figure 2, we show the XACL policy needed to specify 

the above policy and the attributes for Tom in the global 

attribute file. The global attribute file contains the 

definition for the Chinese wall policy sets. The CWPSet 

attribute records the accessed categories information 

needed to enforce Chinese wall policy. The checkCWPSet

provisional action implements the logic necessary to 

enforce the Chinese wall policy on any trainee doctor that 

accesses a patient record. It does the following: 

It takes 2 parameters - the global attribute file and the 

user id. It searches for the user’s CWPSet attribute in 

the attribute file and gives suitable access as per 

Chinese wall policy. 

Writes to the CWPSet of the user the first time the user 

accesses a category in a set. 

In a similar fashion, XACL is extended by implementing 

other provisional actions to specify dynamic separation of 

duty, delegation, joint action policies and limited number 

of accesses policies. 

5. CONCLUSION

We discussed the fundamental design issues that need to be 

taken into consideration when building an authorization 

framework for Web Services. We then introduced the 

authorization service in .NET MyServices. We briefly 

discussed our proposed modifications and extensions to the 

authorization service to support a range of commonly used 

access policies. We have then discussed the 

implementation of the extended authorization service in a 

healthcare application scenario using the .NET platform, 

XML Web Services, XACL processor as the access control 

processor, and JNBridgePro. In the process, we evaluated 

the XACL processor and proposed extensions to the 

language to be able to specify commonly used access 

control policies in commercial systems such as role-

hierarchy, dynamic separation of duty, delegation, the 

Chinese wall policy, joint action based policies and limited 

number of accesses. We defined the schemas for attribute 

files. In particular, we discussed the global attributes and 

the XACL policy needed to implement the Chinese wall 

policy.
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